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Data-Based Surveillance Challenges

Data-based surveillance entails observing one or more data values at a time, comparing
them to expected values, and producing an alert if they are unexpected. Deciding how to
proceed after an alert falls outside the surveillance scope of this report.

Key challenges for data-based surveillance include (a) identifying analytic procedures for
determining alarm thresholds that are accurate, and (b) making them efficient, automated,
and affordable. The simplest conventional analytic methods for determining alarm
thresholds involve gathering a sample that contains typical values for measurements to be
monitored, then calculating statistics such as means and standard deviations for each
measurement, and then calculating fixed alarm thresholds based on such statistics. The
simplest and most commonly used such thresholds are the mean value plus or minus a
constant times the standard deviation value. Unfortunately, these methods seldom yield
results that precisely and quickly identify real problems, while at the same time
producing very few false alarms [1-25].

Figure 1 illustrates a case in point [20,21]. The figure shows electricity meter values
measured every 15 minutes over a three month period. Surveillance for this kind of data
might include being on the lookout for meter excursions that might be caused by an
electrical malfunction, such as an insulation breakdown. Such an excursion is shown
around the November time frame in the figure. If surveillance were effective, the
problem would be identified and resolved before major damage occurred. For example,
the sharp positive spike shown in the excursion occurred over a two-hour period in the
figure, during which the problem might have been found and resolved. The steep
negative spike reflects the kind of major breakdown that would follow if the problem had
not been found. The two sets of thresholds shown in the figure illustrate the drawback of
fixed threshold monitoring. The broader set would be hopelessly insensitive to
developing problems, while the narrower set or would generate many false alarms to the
point of being useless. Similar problems with fixed threshold monitoring exist in a

variety of other applications.
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Figure 1. Typical Time Series Surveillance Challenge



In some applications, trained experts can supplement data-based surveillance to the point
of adding substantial precision. For example an electricity monitoring expert paying
attention to the excursion in Figure 1 might well have recognized the developing problem
in time to have initiated preventive action. However, the difficulty with using trained
experts is that training them and deploying enough of them to keep track of all monitored
measurements can be prohibitively expensive.

Net-Centric, Auto-Adaptive Surveillance Prospects

Net-centric surveillance has been defined as a process that (a) receives two or more input
sensor values via a computer network, (b) correlates current and recent sensor values to
produce warning signals, and (c) displays the warning signals for initiating preventive
action [26]. By using these correlations, net-centric surveillance can very precisely
estimate the expected value of any given sensor output at any given time. In turn, these
estimates can provide the basis for determining very precise threshold values.

Auto-adaptive surveillance continuously and automatically adapts alarm thresholds to
changing conditions. When used in conjunction with net-centric surveillance, auto-
adaptive methods achieve profound improvements in surveillance accuracy. The
previously described meter monitoring setting is an excellent case in point. Along with
the single meter readings shown in Figure 1, over 40 other meter readings were also
observed every 15 minutes. Figure 2 shows the tolerance bands that auto-adaptive
surveillance produced, along with the same excursion that was shown in Figure 1. As
shown in Figure 2, the tolerance bands were sufficiently narrow to detect the excursion
immediately. Moreover, the tolerance bands were sufficiently precise to produce a
tolerable number of false alarms over the entire three month period [20].

¢ Problem Begins
e Alarm Sounds N
A A\ e Preventive Action Taken ||

Brainlike ’
Tolerance / Cqstly
Band \ Incident
\ / Avoided

Figure 2. Auto-Adaptive Time Series Tolerance Bands



Results like those in Figure 2 have been obtained for many different surveillance
applications. The dramatic auto-adaptive surveillance improvements shown in Figure 2
have been demonstrated in application performance monitoring, structural testing. and
acoustical sensing applications to cite a few [1,18,19].

Auto-Adaptive Surveillance Basics

The following explanation is an excerpt from [22], which in turn summarizes an
extensive research and development bibliography [1-17]. The auto-adaptive technology
illustrated in this report adapts to changing conditions automatically and continuously.
Monitoring systems based on the technology produce alarms only when observed sensor
levels differ significantly from their expected values. Expected values are updated
continuously in order to reflect changing conditions. By adjusting expected values
continuously, the technology reduces false alarms and reduces information to its
monitoring essence. It also operates automatically, removing the need for re-tuning.

Resulting precision improvements and cost reductions have prompted significant venture
funding for commercial development of software products that monitor computer servers.
These products, which are currently satisfying corporate server farm customers, receive
multiple performance indicators arriving in arrays containing up to several hundred
values at each arrival time. Arrival times for each array may be separated by a few
seconds or less.

Along with its proven advantages when implemented as software, the technology offers
larger — thus far unexploited — advantages when implemented as hardware [1-2].
Kernel technology is based on an algorithm that is compact, separable, fast, and designed
for on-chip implementation [3-4]. When implemented in hardware, the kernel algorithm
can receive multiple sensor outputs arriving as arrays, just as in software. However,
hardware arrival times for each array can be only a few microseconds or less.

When run in either software or hardware, the kernel algorithm performs three basic
operations between each sensor array arrival time. First, it computes expected sensor
array values. Second, it determines if the sensors’ expected values differ significantly
from their actual values, and produces alarm signals accordingly. Third, and most
important, the kernel algorithm updates its learned parameters efficiently.

Efficient, real-time learning operation distinguishes this technology from all known
alternatives. Learning is most important because it allows monitoring and control
systems to operate more effectively by adapting to changing conditions. Efficient
learning is especially important for data reduction at the micro-electronic level, because it
can be implemented on a chip for fast, compact, and rugged operation. Data reduction at
the micro-electronic level is critically important because sensor array transmission
capacity is often limited and inter-chip transmission capacity is extremely limited.

Learning is also important for control at the micro-electronic level, because it can be
tailored to suit numerical optimization. When implemented in this way, the kernel



algorithm can identify optimal parameter values far faster than conventional methods.
Related applications include electronic antenna and sensor array pointing, among many
others inside and outside the shallow water intrusion detection domain.

The auto-adaptive technology illustrated in this report resembles regression analysis in
that it computes the expected value of each monitored variable as a function of all other
current values of other monitored variables. It resembles auto-regressive, moving
average analysis in that it also uses recent values to compute expected values. It also
resembles empirical Bayes methods in that it updates learned parameters by combining
current information with prior information at each time point. It resembles Davidon-
Fletcher Powell numerical optimization as well, in that it operates efficiently on the
inverse of correlation matrices instead of requiring conventional matrix inversion. The
technology combines these features to produce a robust, efficient, and fully automated
monitoring process.

When used in this way, auto-adaptive technology can add monitoring value by increasing
estimation precision in two distinct ways. First, each imputed value for each input is
computed not merely as a function of recent values for that input only, as in typical time
series applications. Instead, each imputed value is calculated as a function of other
recent and current input values. Second, and more important, at each time point an auto-
adaptive kernel continuously and automatically updates learned estimation model
parameters including means, correlations, regression weights, and deviance metrics.

Kernel operation is fast and compact. When implemented in software, any given kernel
can receive 100 inputs, produce estimates, and update learned parameters in less than 100
milliseconds, and over 5,000 kernel models can reside on a conventional server. When
implemented on chips, kernels will operate orders of magnitude more quickly and reside
in orders of magnitude less space.

The enabling technology has been developed to solve a variety of technical problems by
performing certain technical correction functions automatically, without which auto-
adaptive operations could not be sustained. Some functions correct for developing linear
redundancies and related numerical problems. Others automatically identify and replace
deviant and missing values. Others automatically reduce recent input values to smooth
trend features that will not produce estimation excursions.

As part of successful efforts to develop the enabling technology into software products, a
broad variety of such problems have already been solved. In the process, a scalable
platform for hardware development, simulation, and testing has evolved as well. While
other problems will emerge as part of developing operational hardware, extensive
software development experience to date on essentially the same algorithms offers a
distinct advantage.



Net-Centric Surveillance Tolerance Band Reduction Factors

Number of Sensors per Array as well as the Number of
X Arrays (N)
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Figure 3. Net-Centric Tolerance Band Reduction Factors

Figure 3 shows the extent that tolerance bandwidths could be reduced if multiple sensors
and multiple sensor arrays were used in a network-centric configuration system. Each
non-gray cell in the table is the proportionate tolerance band reduction that would be
achieved if N arrays were monitored in a field, each array were made up of N component
sensors, and each pair of sensors had a product-moment correlation coefficient of y. For

any such cell, the value of N is the cell’s column label and the value of y is that cell’s row
label.

As the Figure 3 values show, (a) including only two sensors in a surveillance network can
dramatically reduce tolerance bandwidths when correlations are high (see the black cell
in the lower left); (b) including many sensors can dramatically reduce tolerance
bandwidths even when correlations are low (see the black cell in the upper right); and (c)
using moderate numbers of sensors can dramatically reduce tolerance bandwidths when
correlations are moderate (see the black cell in the middle).

Mathematical Derivations

The tolerance band reduction values in Figure 3 are based on combining and comparing
sensor values in certain ways, and they are based on simplifying assumptions about the
ways the sensor values are inter-correlated. This section specifies the ways that sensor
values would be combined and compared to produce the tolerance band reduction values
shown in Figure 3. Also addressed are the assumed correlational structure, and
development of the necessary formulas for computing the numerical data presented in
Figure 1. Material presented in this section is available in greater detail elsewhere [1-25].



The Figure 3 values are based on assuming that each pair of sensors under consideration
has exactly the same product-moment correlation value, which is denoted by y in this
section. The values shown in the first column of Figure 3 are these same y values, and
they are used along with the formulas derived below to compute all other Figure 3
entries. This assumed correlational structure is well known in the statistical literature as
compound symmetry, among other terms, and in the psychometric literature as parallel
structure, along with other designations C.

The Figure 3 values are also based on assuming that several composite sensor array
values would typically be computed and compared with estimated composite values.
These estimated composite values, in turn, are computed as functions of other observed
composite array values. In general, the problem of identifying the best possible
composites for comparing two or more arrays is not simple. Matters become especially
complicated when nonlinear relationships exist. The same is true even when correlations
are strictly linear, but compound symmetry is not satisfied. However, compound
symmetry simplifies matters greatly, and it satisfies the needs of this paper for
demonstrating how precision can be increased as the number of sensors per array and the
number of arrays increases. Indeed, when compound symmetry is satisfied simple
derivations indicate that optimal composites for comparison may be obtained simply by
summing the sensor values in any given array to produce a single composite array value.
Equally straightforward analysis shows that optimal expected values for any given sensor
array composite can be obtained by simply accumulating composite values for all other
Sensor array composites.

The Figure 3 data are also restricted to the relatively simple case of discovering an
anomaly in a single array such that each sensor in the array would be perturbed in the
same way, but other sensors in other arrays would not be perturbed at all. One notices
that the Figure 3 values show dramatic increases in monitoring sensitivity under these
conditions, which are realistic in some settings. However, it should be noted that if all
sensors in all arrays were perturbed in the same way, which may be realistic in other
settings, then no such increases in sensitivity would be expected by comparing composite
sensor arrays with each other.

Two derivations are provided below. The first shows the extent to which a tolerance
band can be reduced for one array by using estimated values from two or more parallel
arrays. The second derivation indicates the extent that inter-array correlations can be
increased by increasing the number of component sensors in each array. In the first

derivation, the number of component sensors in a sensor array is denoted by ;' . In
keeping with Figure 3, which is based on assuming that the number of sensors in each
array is the same as the number of sensor arrays being compared, ;' is also used in the

second derivation to denote the number of sensor arrays being compared. In cases where
distinct counts of sensor arrays and sensors per array are to be considered, these same

derivations would be applicable, except that distinct j"* values are needed in that
situation.



Predicting one sensor array from other parallel sensor arrays.

(Array orders are shown in subscript parentheses below, all one-dimensional arrays with
T superscripts are column vectors, and all other one-dimensional arrays are row vectors.)
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Thus, the level of tolerance bandwidth reduction for any given ;' value can be

obtained by first calculating 43" as a function of ;"' in conjunction with equation (3)

and then calculating the equation (4) as a function of ;(gj‘f I

Correlation coefficients between two composite sensor array values.
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which clearly approaches 1 as j!'" approaches infinity.

Finally, the level of tolerance bandwidth reduction for any given ;' value can be
obtained by first calculating ;(5’1] as a function of y in equation (5), then replacing using

that value for y in the previous section, and proceeding as indicated at the end the
previous section.
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